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RSA Security Bulletin

Posted: 
November 9, 1999
Subject:  
Vulnerability Discovered and Fixed in RSA/ACE Agent for Windows NT when used to Protect Microsoft IIS


Summary:

RSA Security has worked with the ACROS Penetration Team of Slovenia to proactively thwart a newly discovered vulnerability in the RSA ACE/Agent for Windows NT when used to protect Microsoft IIS Web servers.  No RSA Security customers have reported the vulnerability.

Overview:
The RSA ACE/Agent for Windows NT provides two-factor authentication to protect Microsoft IIS Web server directories and files.  When an administrator enables two-factor Web authentication on a directory or file, all users who attempt to view the Web page containing the protected material are prompted for an RSA SecurID PASSCODE.  A user who enters a valid PASSCODE is given access to the page; a user who does not enter a valid PASSCODE is denied access.

A vulnerability has been identified by the ACROS Penetration Team from Slovenia <mitja.kolsek@acros.si> and has been verified by RSA Security. In certain circumstances, the vulnerability enables users to bypass SecurID Web access authentication (WebID) and gain direct access to protected directories or files without requiring an RSA SecurID PASSCODE.

Note:  This vulnerability does not affect customers who are using RSA ACE/Agent for Windows NT to protect the entire Microsoft IIS Web server by protecting the root.

Recommendation:

RSA Security has isolated and corrected the vulnerability and has issued a patch (RSA ACE/Agent v 4.3.3 for Windows NT) that is available through RSA Security's SecurCare Online and FTP sites.  The ACROS Penetration Team has verified that the patch fixes the vulnerability and RSA Security advises all customers using the RSA ACE/Agent for Windows NT to protect Microsoft IIS Web servers to install the patch. 

RSA Security is not aware of any security breaches resulting from this vulnerability and encourages customers to install this patch to proactively prevent potential security problems.  RSA Security continues to make all possible efforts to ensure that our products meet the quality and standards our customers expect.

To retrieve the patch:

RSA Security SecurCare Online Site: https://securcare.rsasecurity.com/patches/ACE/Agents/default.htm
RSA Security FTP Site: ftp://ftp.securid.com/support/patches/NT_Agent/ntagent_4.3_p03.zip 

